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Who am |?

A Adam Cecchetti

A Senior Security Consultant @
Leviathan Security Group

A Security researcher by night




Splitting Gemini

A Goals

A Utilize MultiCore CPUs in Rootkits
Remove Core from system for offensive usage
Vector for staying inside of system
Hiding code from main system
Effect remaining cores and kernel structures
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A Alter Scheduler
Keep RQ and task list of SBP intact
Keep system exploited and stable
Maintain reasonable speed



Splitting Gemini

End Project Goals : Dark Knight

A Research offensive techniques for
maintaining rootkit access

A Create rootkit preservation software

A Create AntiAV/HIDS/Agent signature based
filtering system

A Be Batman for rootkits




Motivation
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A Rootkits vs Monitors/Tools/Admins

A Scheduler seldom changes

A Scheduler must be present in all systems

A Number of cores continuously growing




4 More Cores

A Cray, IBM, etc

A SMP

A Xeon
Hyper-Threading

A Core2Duo
2 Cores

A Intel Nehalem
4-8 Cores

A Future
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