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Who am I?

ÁAdam Cecchetti 

ÁSenior Security Consultant @ 

Leviathan Security Group

ÁSecurity researcher by night 



Splitting Gemini

ÁGoals

ÁUtilize MultiCore CPUs in Rootkits

ĞRemove Core from system for offensive usage

ĞVector for staying inside of system 

ĞHiding code from main system

ĞEffect remaining cores and kernel structures 

ÀȰÏÕÔ ÏÆ ÂÁÎÄȱ 

ÁAlter Scheduler 

ĞKeep RQ and task list of SBP intact

ĞKeep system exploited  and stable 

ĞMaintain reasonable speed 



Splitting Gemini

End Project Goals : Dark Knight 

ÁResearch offensive techniques for 
maintaining rootkit access

ÁCreate rootkit preservation software 

ÁCreate Anti-AV/HIDS/Agent signature based 
filtering system

ÁBe Batman for rootkits



Motivation

ÁȰ9ÏÕ ÈÁÖÅ ÒÏÏÔ ÓÏ ×ÈÁÔȱ

ÁRootkits vs Monitors/Tools/Admins

ÁScheduler seldom changes

ÁScheduler must be present in all systems

ÁNumber of cores continuously growing



4 More Cores

ÁCray, IBM, etc

ÁSMP

ÁXeon 
ĞHyper-Threading

ÁCore2Duo
Ğ2 Cores

ÁIntel Nehalem 
Ğ4-8 Cores 

ÁFuture 
Ğ(n+1) ^2


